- Access management

“It can provide audit

trails of which

systems people are
accessing and when
and so forth. It also
means IT staff can

easily remove a

user’s right to access
a certain system, or
the entire network,

easily and
seamlessly.”

David Ting,
CTO, Imprivata.

One sign to
rule them all

Accessing multiple systems needs to be done securely, quickly and efficiently — but how to do
this without when each system has its own password? Dan Worth finds out about OneSign.

through its Single-Sign On (SSO) programme called

OneSign which helps workers collate all their passwords
into one simple log on. This can then be paired with a
strong authentication device such as a smart card,
biometric reader or proximity reader, to maintain security
and also streamline workflow. The solution is already in use
across the emergency services, including fire services and
NHS Trusts. David Ting the CTO of Imprivata highlights that
the risk of forgetting passwords, or writing them on scraps
of papers that are then left next to computers is quite high.
“We've even heard of staff writing passwords on walls next
to computers, which clearly is far from ideal!”

The OneSign system initially works by inputting all data
and passwords for each application and these details are
then remembered by OneSign. The user is then only
required to input one password, which grants access to all
relevant applications. This can be used in conjunction with
a device such as a smart card for more secure access. “If a
doctor is dealing with a patient and can draw up the
relevant information or application on his computer quickly
he not only saves time throughout the day — which can be
enough time to see another patient sometimes — but also
provides a better level of service as they spend less time
looking for the right password, and more time talking and
helping the patient.”

Herb Parker, Head of Strategic Infrastructure at Oxford
Radcliffe NHS Trust, which has been using the system since
March 2009, agrees. “Human nature means that relying on
staff to simply remember their passwords is not a good
enough way to combat the risks to security in our working
environment and so the SSO OneSign system from
Imprivata has helped combat this.

“Furthermore, as part of our remit to improve efficiencies
and productivity, the ability for staff to log in to applications
quickly and securely, helping them save time and provide a
better level of service, means efficiencies and productivity
are improved too. Most staff now carry a Smart Card that
they use to access computer information, either by
inserting it into a keyboard and entering their password or,
for keyboards that conform to infection control guidelines
and so can't have slots, staff can use a proximity reader that
senses the card’s presence, and then enter the information
after that in the same way.”

I mprivata is a company that provides such a solution

The benefits of SSO extend beyond users though, and
through to IT staff as well, as Ting explains: “It can provide
audit trails of which systems people are accessing and
when and so forth. It also means IT staff can easily remove
a user's right to access a certain system, or the entire
network, easily and seamlessly, so that certain individuals —
who have left the organisation say, or move into a role
where they do not have rights to certain data — do not have
access to information any longer than they should.”

Parker from Oxford Radcliffe explains how the password
manager system from Imprivata has helped to drastically
reduce the amount of calls the IT department receives
regarding forgotten passwords. “For the 15 years that |
have been at Oxford Radcliffe the top call every month to
the IT department has been forgotten passwords. However,
in the last few months this has dropped dramatically after
we gave staff the ability to reset their own passwords. It
works by asking staff, when they are first given access to
the system, or retrospectively for those already employed,
to answer six questions from a choice of 22. Then, if they
forget their password and wish to reset it, they are then
asked three of these six questions before being allowed to
reset the password.

“This added security means staff are able to take control
of their password management and therefore remove the
time constraints these previously placed on IT staff.”

Implementing these systems though, is not an easy task,
as Parker explains: “It's taken us a while to get staff on to
the system as it involves getting them to come in, signing
on to the system, being registered to a smart card and so
forth — during time when they need to be working. We've
had the system since December 2008 and for the OneSign
system, after purchasing 3,000 licences, have so far
registered 146 personnel.

“However, within the next month or two we should have
a further 1,000 signed up as part of a significant drive
we've been scheduling. Furthermore, as we start to ensure
each new member of staff is properly provisioned when
they join the Trust, we can increase the numbers of those
on the OneSign SSO more efficiently. We also have 13,100
licences for the Password Manager software, and now
have 9,000 staff signed up, meaning we should have
enough licences left over to accommodate growth in the
organisation.”

32 I BAPCO Journal I November 2009

www.bapcojournal.com




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (Europe ISO Coated FOGRA27)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 350
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 350
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (Europe ISO Coated FOGRA27)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /ENU ([Based on 'Timmo'] [Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        14.173230
        14.173230
        14.173230
        14.173230
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (Europe ISO Coated FOGRA27)
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 1200
        /PresetName ([High Resolution])
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 17.007870
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


